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Indirect prompt injection in LLM agents

• LLM agents combine reasoning with external tool calls (search, APIs, file access)

• Tool outputs are treated as data — but what if they contain hidden instructions?

• Indirect prompt injection: malicious instructions embedded in external data sources

• Current attacks rely on plain-text manipulation — overlooking structural 

vulnerabilities

AgentDojo: A Dynamic Environment to Evaluate Prompt Injection Attacks and Defenses for LLM Agents
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Chat Templates & Role Hierarchies

• LLMs use special tokens to segment inputs into roles: system, user, assistant, tool

• Instruction hierarchy enforces priority: system > user > assistant > tool output

• Special tokens (e.g., <|start|>system) serve as trust boundaries

• Models are instruction-tuned to follow role-based conventions

The Instruction Hierarchy: Training LLMs to Prioritize Privileged Instructions
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Problem Formulation

• LLM agent L equipped with tools T receives user instruction Iᵤ

• Agent calls tool Tᵤ and receives response R_Tᵤ containing attacker's instruction Iₐ

• Attacker's goal: manipulate L into executing Iₐ (e.g., invoking malicious tool Tₐ)

• Attacker can only manipulate tool response content — no access to user instruction 

or system prompts
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ChatInject
• Forge role tags within tool outputs to impersonate higher-priority roles

• Wrap attacker prefix in system role tags → treated as system instruction

• Wrap malicious instruction in user role tags → treated as user command

• Model re-interprets attacker payload as authoritative instruction
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Four Attack Payload Variants
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Multi-turn Persuasion: Simulating Interactive Attacks

• Multi-turn jailbreaks are highly effective but require interactive dialogue

• Prompt injection is one-shot — attacker can't engage turn-by-turn

• Solution: embed forged role tags to construct virtual multi-turn conversation

• GPT-4.1 generates 7-turn user–assistant dialogues per malicious instruction

• Dialogues establish context, decompose instructions into harmless steps, secure 

assistant agreement
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Results

• ChatInject strengthens attacker’s 

payload

• ChatInject hinders original user 

tasks

• Exploiting agentic reasoning and 

tool-use templates yields high asr.
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Cross-model Transferability of ChatInject

• Template similarity as a predictor for attack transfer
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Cross-model Transferability of ChatInject

• Open-source Template to Closed-source Model
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Mixture-of-Templates (MoT): Unknown Agent Attack

• Practical scenario: attacker doesn't know the target agent's backbone LLM

• Solution: wrap payload with ALL candidate templates concatenated together

• Target model inevitably encounters its native template within the mixture

• MoT consistently exceeds Default InjecPrompt across all tested models
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Defenses: Standard Approaches Fall Short
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Natural Countermeasure: Strip/parse Detected Chat Templates from Tool Outputs

• Natural countermeasure: strip/parse detected chat templates from tool outputs

• We apply light character-level perturbations (10% of characters): remove, replace, 

insert

• All perturbed variants still outperform Default InjecPrompt baselines
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Closing Remarks

• Chat templates are a powerful attack surface — ChatInject raises ASR from ~5-15% to 32-52% on 

average

• Attacks transfer across models — template similarity predicts transferability, even to closed-source 

models

• Current defenses are inadequate — prompt-based defenses fail, detectors degrade utility, format 

stripping is easily bypassed

• Multi-turn persuasion + template exploitation creates a devastating synergy in one-shot injection 

settings

Contact: {hwanchang,zgold5670}@cau.ac.kr
Code: github.com/hwanchang00/ChatInject

https://github.com/hwanchang00/ChatInject

	슬라이드 1
	슬라이드 2: Indirect prompt injection in LLM agents
	슬라이드 3: Chat Templates & Role Hierarchies
	슬라이드 4: Problem Formulation
	슬라이드 5: ChatInject
	슬라이드 6: Four Attack Payload Variants
	슬라이드 7: Multi-turn Persuasion: Simulating Interactive Attacks
	슬라이드 8: Results
	슬라이드 9: Cross-model Transferability of ChatInject
	슬라이드 10: Cross-model Transferability of ChatInject
	슬라이드 11: Mixture-of-Templates (MoT): Unknown Agent Attack
	슬라이드 12: Defenses: Standard Approaches Fall Short
	슬라이드 13: Natural Countermeasure: Strip/parse Detected Chat Templates from Tool Outputs
	슬라이드 14: Closing Remarks

